Business Associate Contract 

The HIPAA Privacy Rule requires a covered entity to have a written contract, or other arrangement, that documents satisfactory assurances that a business associate will appropriately safeguard protected health information in order to be able to disclose protected health information to the business associate.  The agreement that follows is an example of such a contract. 

NOTES: 

I. 
The terms the “Business Associate” and the "Covered Entity” may be changed to suit the business arrangement.  For example, "Broker" or "Agent" can be substituted for the "Business Associate" and "Company" or "Plan" can be substituted for the “Covered Entity." 

2. 
The form of this Agreement may be varied to suit the business arrangement.  Therefore, although this model agreement is called a "Nondisclosure and Confidentiality Agreement," there is no requirement that it have a specific name or that it be a separate agreement.  In fact, the terms may be included as part of a larger agreement covering other terms of a business arrangement. 

3. Only the provisions that are in BOLD typeface are required by HIPAA to be included in an agreement with a broker or agent.  All other provisions are included for the sake of convenience in order to show how such provisions may be inserted into a standard business contract and are only suggestions and additional requirements that may be included in a contract.  In addition, the wording of the required language does not have to be exactly as shown within this model contract, but the concept which is addressed by each suggested passage must be so included.

NONDISCLOSURE AND CONFIDENTIALITY AGREEMENT

This NONDISCLOSURE AND CONFIDENTIALITY AGREEMENT (the “Agreement") is entered into this day _________ of __________________, 20______, by and between _____________________________________ (hereinafter the “Covered Entity”), and the undersigned (hereinafter collectively referred to as the “Business Associate”). 

WHEREAS, the Business Associate has been retained by the Covered Entity to perform certain services on its behalf. 

WHEREAS, in connection with the Business Associate's provision of services the Covered Entity may disclose to the Business Associate confidential, important and/or proprietary Protected Health Information (as defined below), and trade secret information concerning the Covered Entity and its activities. 

THEREFORE, the parties agree to enter into a confidential relationship with respect to the disclosure by the Covered Entity to the Business Associate of certain Information. 

1.
Definitions.  For purposes of this Agreement, "Confidential Information" will include all information or material that has or could have commercial value or other utility in the business or prospective business of the Covered Entity or its subsidiaries or affiliates.  Confidential Information also includes all Protected Health Information and all information of which unauthorized disclosure could be detrimental to the interests of the Covered Entity or its subsidiaries or affiliates whether or not such information is identified as Confidential Information by the Covered Entity.  By way of example and without limitation, Confidential Information includes, but is not limited to, any and all information of the following or similar nature, whether or not reduced to writing: 

Customer lists, customer and supplier identities and characteristics, products, contracts, agreements, marketing knowledge and information, sales figures, pricing information, marketing plans, legal documents to which the Business Associate is not a party, and business plans, strategies, forecasts, financial information, budgets, software, research papers, projections, procedures, routines, quality control and manufacturing procedures, processes, formulas, copyrighted matter, patented or patentable inventions, source and object codes, trade secrets, innovations, inventions, discoveries, improvements, research or development and test results, specifications, data, know-how, formats, plans, sketches, specifications, drawings, models; and any other information or procedures that are treated as or designated secret or confidential by the Covered Entity or its customers or potential customers.

For purposes of this Agreement, the term the “Business Associate” will include the Business Associate and all successors and assigns, affiliates, subsidiaries (as applicable), and related companies of the Business Associate.  For purposes of this Agreement, the term "Representative” will include the Business Associate's managing members (as applicable), trustees, general partners (as applicable) and financial and legal advisors. 

For purposes of this Agreement, the term "Protected Health Information" will have the same meaning as the term "protected health information" in 45 C.F.R. §l64.50l, limited to the information created or received by the Business Associate from or on behalf of the Covered Entity. 

2.
Exclusions.  Confidential Information does not include information that the Business Associate can demonstrate: (a) was in the Business Associate's possession prior to the earlier of (i) the date that the Business Associate commenced discussions with the Covered Entity or (ii) the date that it was furnished to the Business Associate under the terms of this Agreement; provided, however, that the source of that information was not known by the Business Associate to be bound by a confidentiality agreement with or other continual, legal or fiduciary obligation of confidentiality to the Covered Entity; (b) is now, or hereafter becomes to date, through no act or failure to act on the pan of the Business Associate, generally known to the public; (c) is rightfully obtained by the Business Associate from a third party, without breach known to the Business Associate of any obligation to the Covered Entity; or (d) is independently developed by the Business Associate without use of or reference to the Confidential Information. 

3.
Confidentiality.  At all times, both during and after the termination of its relationship with the Covered Entity for any reason, the Business Associate and its Representatives will not use, disclose or give others any of the Confidential Information in any manner whatsoever, except as provided in paragraphs 4 and 5 of this Agreement, and will hold and maintain the Confidential Information in strictest confidence.  The Business Associate will ensure that all proper safeguards are in place to prevent the use or disclosure of the Confidential Information.  The Business Associate hereby agrees to indemnify the Covered Entity against any and all losses, damages, claims, expenses and attorneys' fees incurred or suffered by the Covered Entity as a result of a breach of this agreement by the Business Associate or its Representatives. 

4. 
Permitted Disclosures.  The Business Associate may disclose the Covered Entity's Confidential Information to the Business Associate's Representatives with a bona fide need to know such Confidential Information, but only if such Representatives are advised of the confidential nature of such Confidential Information and the terms of this Agreement and are bound by an agreement or by a legally enforceable code of professional responsibility to protect the confidentiality of such Confidential Information.  In no event will Confidential Information be disclosed to any other person, including but not limited to any investor in, or beneficiary of a the Business Associate, without the prior written consent of the Covered Entity.  The Business Associate will provide information to the Covered Entity concerning disclosures made by the Business Associate pursuant to this Section 4. 

At the request of the Covered Entity, the Business Associate agrees to provide access to the Protected Health Information that it has in its possession to an Individual.  For purposes of this Agreement, "Individual" will have the same meaning as the term "individual" in 45 C.F.R. §l64.50l and will include a person who qualifies as a personal representative in accordance with 45 C.F.R. § l64.502 (g).  The Business Associate further agrees to document any such disclosures of Protected Health Information and the information related to such disclosures for an accounting of disclosures of Protected Health Information if requested by the Covered Entity in accordance with 45 C.F.R. §l64.528, and to provide such documentation to the Covered Entity as it may request from time to time.  Furthermore, at the request of the Covered Entity, the Business Associate agrees to make amendments to Protected Health Information as directed by the Covered Entity.  Notwithstanding the foregoing, the Covered Entity will not request that the Business Associate use or disclose Protected Health Information in any manner that would not be permissible under the Privacy Rule (as defined below) if such disclosure or use were done by the Covered Entity itself. 

5.
Required Disclosures and Use.  The Business Associate may disclose the Covered Entity's Confidential Information if and to the extent that such disclosure is required by law or court order, provided that, to the extent reasonably possible, the Business Associate provides the Covered Entity a reasonable opportunity to review the disclosure before it is made and to interpose its own objection to the disclosure.  Further, the Business Associate agrees to make internal practices, books, and records, including policies and procedures and Protected Health Information, relating to the use and disclosure of Protected Health Information received from, or created or received by the Business Associate on behalf of the Covered Entity available to the Covered Entity, or to the Secretary, as requested by the Covered Entity or designated by the Secretary, for purposes of the Secretary determining the Covered Entity's compliance with the Privacy Rule.  For purposes of this Agreement, "Privacy Rule" will mean the Standards for Privacy of Individually Identifiable Health Information at 45 C.F.R. Part 160 and Part 164, Subparts A and E, and "Secretary" will mean the Secretary of the Department of Health and Human Services or his designee. 

6.
Required Notice to the Business Associate.  In accordance with 45 C.F.R. §164.520, and to the extent that such a limitation may affect the Business Associate's use or disclosure of Protective Health Information, the Covered Entity will notify the Business Associate of any limitation(s) in its notice of privacy practices of the Covered Entity, including, without limitation, any changes in, or revocation of, permission by an Individual to use or disclose Protected Health Information. 

7.
Records.  Upon termination of his/her/its relationship with the Covered Entity, the Business Associate will deliver to the Covered Entity any property of the Covered Entity which may be in the Business Associate's possession including all Confidential Information, products, materials, memoranda, notes, records, reports, or other documents or photocopies of the same, including without limitation any of the foregoing recorded on any computer or any machine readable medium. 

8.
Protection.  The Business Associate will be responsible for any breach of this Agreement by any of his/her/its Representatives and will, at his/her/its sole expense, take all necessary measures (including but not limited to court proceedings) to restrain his/her/its Representatives from prohibited disclosure or use of the Confidential Information. 

9.
No Conflicting Agreements. The Business Associate has set forth on Exhibit I and attached copies hereto of any agreements with other parties which may prevent his/her/its full compliance with the terms stated herein. The Business Associate hereby represents and warrants that, except as set forth on Exhibit I, the Business Associate has no commitments or obligations inconsistent with this Agreement and the Business Associate hereby agrees to indemnify and hold the Covered Entity harmless against loss, damage, liability or expense arising from any claim based upon circumstances alleged to be inconsistent with such representation and warranty. 

10.
Irreparable Harm. The Business Associate understands and acknowledges that any disclosure or misappropriation of any of the Confidential Information in violation of this Agreement may cause the Covered Entity irreparable harm, the amount of which may be difficult to ascertain, and therefore agrees that the Covered Entity will have the right to apply to a court of competent jurisdiction for specific performance and/or an order restraining and enjoining any such further disclosure or breach and for such other relief as the Covered Entity will deem appropriate. Such right of the Covered Entity is to be in addition to the remedies otherwise available to the Covered Entity at law or in equity. The Business Associate expressly waives the defense that a remedy in damages will be adequate and any requirement in an action for specific performance or injunction for the posting of a bond by the Covered Entity. 

11. Survival. This agreement will continue in full force and effect even after the termination of the Business Associate and the Covered Entity for any reason.

12. Successor and Assigns.  This Agreement and each party’s obligations hereunder will be binding on the representatives, assigns and successors of such party and will inure to the benefit of the assigns and successors of such party; provided, however, that the rights and obligations of the Business Associate hereunder are not assignable. 

13. 
Notices.  All notices, requests, consents and other communications hereunder will be in writing, will be addressed to the receiving party's address set forth below or to such other address as a party may designate by notice hereunder, and will be either (i) delivered by hand, (ii) made by facsimile transmission, (iii) sent by overnight courier, or (iv) sent by registered or certified mail, return receipt requested, postage prepaid. 

If to the Covered Entity:
__________________________________________________ 





__________________________________________________






__________________________________________________

Facsimile: ________________________________________ 

If to the Business Associate:
__________________________________________________






__________________________________________________






__________________________________________________






Facsimile: ________________________________________

14.
Entire Agreement.  This Agreement embodies the entire agreement and understanding between the parties hereto with respect to the subject matter hereof and supersedes all prior oral or written agreements and understandings relating to the subject matter hereof.  No statement, representation, warranty, covenant or agreement of any kind not expressly set forth in this Agreement will affect, or be used to interpret, change or restrict, the express terms and provisions of this Agreement. 

15. 
Modifications and Amendments.  The terms and provisions of this Agreement may be modified or amended only by written agreement executed by the parties hereto and any such amendment will comply with the requirements of the Privacy Rule and the Health Insurance Portability and Accountability Act of 1996, Pub. L. No. 104-191. 

16. 
Severability.  The parties intend this Agreement to be enforced as written.  However, (i) if any portion or provision of this Agreement will to any extent be declared illegal or unenforceable by a duly authorized court having jurisdiction, then the remainder of this Agreement, or the application of such portion or provision in circumstances other than those as to which it is so declared illegal or unenforceable, will not be affected thereby, and each portion and provision of this Agreement will be valid and enforceable to the fullest extent permitted by law; and (ii) if any provision, or pan thereof, is held to be unenforceable because of the duration of such provision, the Covered Entity and the Business Associate agree that the court making such determination will have the power to reduce the duration of such provision, and/or to delete specific words and phrases, and in its reduced form such provision will then be enforceable and will be enforced. 

17.
Interpretation.  The parties hereto acknowledge and agree that both (i) the rule of construction to the effect that any ambiguities are resolved against the drafting party and (ii) the terms and provisions of this Agreement, will be construed fairly as to all parties hereto and not in favor of or against a party, regardless of which party was generally responsible for the preparation of this Agreement. 

18. 
Headings and Captions.  The headings and captions of the various subdivisions of this Agreement are for convenience of reference only and will in no way modify, or affect the meaning or construction of any of the terms or provisions hereof. 

19. 
No Waiver of Rights, Powers and Remedies.  No failure or delay by a party hereto in exercising any right, power or remedy under this Agreement, and no course of dealing between the parties hereto, will operate as a waiver of any such right, power or remedy of the party.  No single or partial exercise of any right, power or remedy under this Agreement by a party hereto, nor any abandonment or discontinuance of steps to enforce any such right, power or remedy, will preclude such party from any other or further exercise thereof or the exercise of any other right, power or remedy hereunder.  The election of any remedy by a party hereto will not constitute a waiver of the right of such party to pursue other available remedies.  No notice to or demand on a party not expressly required under this Agreement will entitle the party receiving such notice or demand to any other or further notice or demand in similar or other circumstances or constitute a waiver of the rights of the party giving such notice or demand to any other or further action in any circumstances without such notice or demand.  The terms and provisions of this Agreement may be waived, or consent for the departure therefore granted, only by written document executed by the party entitled to the benefits of such terms or provisions.  No such waiver or consent will be deemed to be or will constitute a waiver or consent with respect to any other terms or provisions of this Agreement, whether or not similar.  Each such waiver or consent will be effective only in the specific instance and for the purpose for which it was given, and will not constitute a continuing waiver or consent. 

20. 
Governing Law.  This Agreement will be governed by and construed in accordance with the laws of the State of _____________________________________________. 

21. 
Attorneys' Fees.  If any action at law or in equity is brought to enforce or interpret the provisions of this Agreement, the prevailing party in such action will be entitled to reimbursement for reasonable attorneys' fees and costs. 

22. 
Counterparts.  This Agreement may be signed in counterparts, which together will constitute one agreement. 

IN WITNESS WHEREOF, the parties have caused this Agreement to be signed by their duly authorized representatives or officers, effective as of the date first listed above in the preamble to this Agreement. 

COVERED ENTITY:

_______________________________________________________________________

BUSINESS ASSOCIATE:

P•A•S Associates has expertise in human resources and other areas involving employment issues. P•A•S Associates, in providing this form, does not represent that it is acting as an attorney or that it is giving any form of legal advice or legal opinion. P•A•S Associates recommends that before making any decision pertaining to human resource issues or employment issues, including the utilization of information contained on this website, the advice of legal counsel to determine the legal ramifications of the use of any such information be obtained.
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